
Sighax deep dive: breaking the
3DS chain of trust

Presentation by Cyprien Molinet ( @cypelf )



 Disclaimer

20 minutes is short.

This presentation simplifies some details.
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Context

Assuming the ARM11 and ARM9 cores are already fully compromised.

Including userland and both kernels.

Goal: dump the bootroms + get early code execution!
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Reusing code

The factory version of NATIVE_FIRM had issues in its RSA verification and

ASN.1 parsing.

They were patched in version 1.0.0-0, released in January 2011.
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ASN.1 structure

DigestInfo ::= SEQUENCE {
    digestAlgorithm     DigestAlgorithmIdentifier,
    digest              Digest
}

DigestAlgorithmIdentifier ::= SEQUENCE {
    algorithm           OBJECT IDENTIFIER,
    parameters          ANY DEFINED BY algorithm OPTIONAL
}

Digest ::= OCTET STRING



ASN.1 actual values

SEQUENCE (2 elem)
  SEQUENCE (2 elem)
    OBJECT IDENTIFIER 2.16.840.1.101.3.4.2.1 (sha-256)
    NULL
  OCTET STRING (32 byte) [SHA256 hash value]



DER encoding

TLV encoding for ASN.1.

ASN.1 :

example ::= INTEGER

DER :

02 01 01



DER encoding for SHA256

30 31 30 0d 06 09 60 86 48 01 65 03 04 02 01 05 00 04 20 [SHA256 hash value]

30 31  = SEQUENCE of length 0x31

30 0d  = SEQUENCE of length 0x0d

06 09  = OID of length 9

60 86 48 01 65 03 04 02 01  = OID value for SHA256

05 00  = NULL type of length 0

04 20  = OCTET STRING of length 0x20 (32 bytes)
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Bad ASN.1 parser 101

int extract_asn1_from_rsa(uint8_t* signature, uint8_t** hash) {
    int result, length_field;
    uint8_t type_field;
    uint8_t* sig_ptr;

    sig_ptr = signature;
    if (signature
        && parse_asn1_field(&sig_ptr, &type_field, &length_field) && type_field == 0x30
        && parse_asn1_field(&sig_ptr, &type_field, &length_field) && type_field == 0x30)
    {
        sig_ptr += length_field;
        parse_asn1_field(&sig_ptr, &type_field, &length_field);
        if (hash)
            *hash = sig_ptr;
        result = 1;
    }
    else
        result = 0;
    
    return result;
}

*code reproduced from decompilation of factory firmware ASN.1 parser





The goal

The computed FIRM hash is probably below on the stack.

We can bruteforce "perfect" signatures!

GTX 1080 Ti goes brrrrr!





Sighax

Any FIRM can be signed now.

Can't be patched.



Dumping the bootroms

CFG9_SYSPROT9  and CFG9_SYSPROT11 : set by boot9 just before going to

FIRM entrypoints.

But after copying FIRM sections in memory!
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 Boot9 blacklist

FIRM sections can't be written to ARM9 SRAM.
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NDMA engine



 The blacklist becomes useless!

NDMA gives us unrestricted arbitrary copy.
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What's next?



ARM9 exception vectors

Stored at 0x08000000  in ARM9 memory.

Writable using NDMA!



Triggering an exception

Create a FIRM section that copies to NULL.



Triggering an exception

Create a FIRM section that copies to NULL.

Data abort!
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Dumping boot11

Code execution is gained before bootrom lockdown.

It can still be read directly.



Boot9strap

FIRM getting boot9 / boot11 code execution.

Starts another FIRM from SD or NAND.

https://github.com/SciresM/boot9strap

Used to start CFW!

https://github.com/SciresM/boot9strap


Sources and resources

https://www.3dbrew.org

https://arxiv.org/pdf/1802.00359

https://sciresm.github.io/33-and-a-half-c3/

https://www.copetti.org/writings/consoles/nintendo-3ds

Special thanks

Noé Coste (NoXe) ( ͡° ͜ʖ ͡°)

https://www.3dbrew.org/
https://arxiv.org/pdf/1802.00359
https://sciresm.github.io/33-and-a-half-c3/
https://www.copetti.org/writings/consoles/nintendo-3ds


Thank you for your attention!

Feel free to reach out and ask questions after the talk.

Avdray is back!


